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WORK PACKAGE 2
Structure of D2.3
•
•
•
•
•
•
•
•
•

Introduction to Electronic Evidence and Data Protection
Data Protection Framework
Mutual Legal Assistance
European Investigation Orders
Data Protection in European Investigation Order Procedures
Data Proteciton in Mutual Legal Assistance Procedures
Other Fundamental Rights
National Implementation
Legislative Developments

DATA PROTECTION
Legal Issues Considered in D2.3
• The distinct scope and application of the GDPR and Directive 2016/680
• The necessity of ensuring a high level of data protection
• Checklist of measures to be taken when processing personal data

• Limitations of fundamental rights
• Other fundamental rights and national implementation
• Legislative developments

EIO - MLA
European Investigation Order

Mutual Legal Assistance

•

•

Scope
wider measures

•

Joint Investigation Teams
two or more competent authorities for the purpose
of criminal investigation

•

Data Transfers to Third Countries
MLA-agreement can be established with
third countries

•

•

Scope
all investigative measures aimed at gathering
evidence
Joint Investigation Teams
between 2 Member States
Data Transfers to Third Countries
no transfer to third countries

DATA PROTECTION
Legal Issues to be Considered
• The necessity of ensuring a high level of data protection
• Security measures
• Justification of processing

• Rights of the data subject
• Obligations of the controller and processor
• Limitations of fundamental rights
• Other fundamental rights and national implementation

Next Step: DATA PROTECTION
Proposal for Harmonising Rules on the Appointment of Legal Representatives for the Purpose of Gathering
Evidence in Criminal Proceedings (April 2018)
Objectives
• provides a clear framework for evidence sharing amongst Member States with regard to service providers
• increase harmonisation in Member States with regard to the current varying national approaches to
companies offering services within the EU.
Data Protection
in accordance with GDPR

DATA PROTECTION
Legal Framework
• Articles 8 and 52 of the Charter
• Directive 2014/41 (EIO Directive)
• Article 20 ‘Protection of Personal Data’
• Directive 2016/680 (Law Enforcement Directive)
• Article 1 ‘Subject-Matter and Objectives’
• Article 4 ‘Principles relating to the Processing of Personal Data’
• Article 29 ‘Security of Processing’
• Rights of the Data Subject
• 2000 Convention on Assistance in Criminal Matters (EU)
• Article 23 ‘Personal Data Protection

DATA PROTECTION
Protection of Personal Data
• Article 8(1)&(2) of the Charter
1.
2.

Everyone has the right to the protection of personal data concerning him or her.
Such data must be processed fairly for specified purposes and on the basis of the consent of the person
concerned or some other legitimate basis laid down by law. Everyone has the right of access to data
which has been collected concerning him orher, and the right to have it rectified.

• Article 52(1) of the Charter

Any limitation on the exercise of the rights and freedoms recognised by this Charter must be provided
for by law and respect the essence of those rights and freedoms. Subject to the principle of
proportionality, limitations may be made only if they are necessary and genuinely meet objectives of
general interest recognised by the Union or the need to protect the rights and freedoms of others.

DATA PROTECTION
Art 20 EIO Directive - Protection of Personal Data
Processing only in accordance with
• Framework Decision 2008/977/JHA
• the principles of the Council of Europe Convention for the protection of
individuals with regard to the Automatic Processing of Personal Data of 28 January
1981 and its Additional Protocol.
Access to personal data is restricted:

• without prejudice to the rights of the data subject
• only authorised persons may have access to such data

DATA PROTECTION
Directive 2016/680 – „Law Enforcement Directive“
• replaces Framework 2008/977/JHA
• bridges legislative gap between Directive 95/46/EC and Framework 2008/977/JHA
• Scope:
protection of natural persons with regard to the processing of personal data by competent authorities
for the purposes of the prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, including the safeguarding against and the prevention of threats to
public security
• Delineation from GDPR: Art 2 (d) GDPR
• sets minimum standards
• aims at harmonisation of national legislation

DATA PROTECTION
Directive 2016/680 - Principles
• Lawful and Fair
compliance with Articles 8-10
• Purpose Limitation
specified, explicit and legitimate purposes
• Data Minimisation
adequate, relevant and limited to what is necessary in relation to the purposes for which data is
processed
• Accuracy
accurate and kept up to date
• Storage Limitation
keep data for no longer than it is necessary for the purpose
• Integrity and Confidentiality
appropriate security of personal data

DATA PROTECTION
EIO Directive: Article 19 - Confidentiality

• Principle of Directive 2016/680
appropriate security of personal data
• Necessary measures ensuring that in the execution of an EIO the issuing authority and the
executing authority take due account of the confidentiality of the investigation
• Executing authority need to ensure the confidentiality of the facts
• If compliance is not possible for the executing authority: the executing authority needs to
notify the issuing authority without any delay
• No disclosure of any evidence or information provided by executing authority, except to the
extend that its disclosure is necessary for investigations or proceedings described in the EIO

DATA PROTECTION
EIO Directive: Data Protection Implications

• Data Protection by Design and Default
aid in ensuring data protection adherence
• Issuing and Transmitting of an EIO
necessity and proportionality of the purpose of the proceedings
• Investigating Authority in Criminal Proceedings
with competence to order the gathering of evidence in accordance with national law

Developments in D2.3
We have provided the following additions in Version 2 of D2.3:
• Restructuring to make the report more readable and ‘read to use’
• The distinct scope and application of the GDPR and Directive 2016/680
• Checklists of measures to be taken when processing personal data
• Specific security measures which need to be taken to ensure data protection

• The role of lawyers within the context of EIOs
• Further detail regarding the limitations of EIOs on fundamental rights – with increased reference to
case law
• Other fundamental rights and national implementation – with the addition of Bulgaria
• All input from other partners including INTERPOL, the University of Groningen, the European Lawyers
Foundation and the Council of Bars and Law Societies of Europe.
• The inclusion of results from the T2.1 questionnaire

Restructuring of D2.3

GDPR and Directive 2016/680
D2.3 provides further clarity regarding the distinct applications of the GDPR and Directive 2016/680

• GDPR does not apply to processing
• by competent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, including the
safeguarding against and the prevention of threats to public security.

• Directive 2016/680 applies instead
• GDPR and Directive 2016/680 were implemented at the same time and contain a number of
similarities regarding the principles of data processing.
• They are nonetheless two distinct regimes of data protection

• The GDPR may in certian circumstances apply to EIOs:
• In proceedings brought by administrative authorities (Article 4(b) of Directive 2014/45)
• In proceedings brought by judicial authorities (Article 4(c) of Directive 2014/45)

Checklists
D2.3 provides the reader with checklists of the operational and legal measures which need to be
compliant with the relevant legislation when transferring electronic evidence
• Examples of operational measures include:
• Processing only by a competent authority
• Adhering to the principles of data protection
• Distingusihing between different categoroes of personal data
• Maintaining clear and transparent records of processing
• Performing data protection impact assessments

• Acknowledging the strict conditions under which the rights of a data subject can be limited in
accordance with Directive 2016/680 and in consideraiton with the relevant fundamental rights
• Employing the appropriate security measures with regard to the type of data, nature of
processing, state of the art, cost etc.

The role of lawyers
D2.3 also stipulates the role of lawyers with regard to EIOs and the transfer of electronic evidence and the
necessary questions which must be asked:
• The acknowledgement that an EIO may be issued by an accused perosn, or by a lawyer on their behalf
within the framework of applicable defence rights and in conformity with national criminal procedure.
• Can and if so, how in the context of evidence exchange and the obtaining of evidence law enforcement
authorites can determind who a lawyer is – particularly when in another Member State?

Input provided by the European Lawyers‘ Foundation and Council of Bars and Law Societies of Europe

Further Details on Fundamental Rights
D2.3 also provides more in depth details regarding the potential impact on fundamental rights in the
context of EIOs with reference to case law from both the CJEU and the ECtHR
• Effective Remedy and Fair Trial
• an individual “must have a bona fide opportunity to have his case tested on its merits and, if
appropriate, to obtain redress” – Leander v Sweden (1987) ECHR

• any limitations must not restrict access in such a way that “the very essence of the right is impaired”
– Ashingdale v United Kingdom (1985) ECHR
• ECHR case law has confirmed that provisions surrounding the right to a fair trial apply to the pre-trial
stages of criminal proceedings – Fernandez-Huidobro v Spain (2010) ECHR

• Confirmation of the need to respect the fair trial right in the context of MLA – Stojkovic v France and
Belgium (2011) ECHR

Other fundamental rights and national
implementation – with the addition of Bulgaria
Analysis of Fundamental Rights – with the addition of Bulgaria in our comparative analysis

• Austria
• Bulgaria
• France
• United Kingdom

Input from the Law and Internet Foundation

MS - QUESTIONNAIRE
Task 2.1: Transposition of the EIO Directive in selected MS

• Leader RUG (M1-M9)
• Inclusion of the MS involved in this project
+ additional MS to cover different legal cultures around Europe
• Selected MS: Spain, Croatia, Portugal, Bulgaria, Greece, Czech Republic,
Luxembourg, Bulgaria, Austria, Italy, Germany, Lithuania
Topics Related to T2.4 covered by the questionnaire
• Implementation of Directive 2016/680 (focus on most relevant Articles e.g. Art. 1, 4, 5, 13)
• National safeguards regarding processing of personal data by competent authorities
• Safeguards regarding other fundamental rights referred to the EIO Directive

UNIVIE PART OF EVIDENCE2e-CODEX PROJECT
Future Support for other Work Packages
We offer advice on Data Protection and Fundamental Rights and other legal issues
e.g. for WP3: legal framework for the processing of data on an electronic evidence platform

e.g for WP4: ‘ready for use’ legal information on EIO, electronic evidence and e-CODEX

Thank You!
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