N\

o~ |
\EV

Linking EVIDENCE into e-CODEX for EIO ond MLA procedures in Europe

Advancing the Exchange of
Cyber-Investigation Information
between organizations and across borders using CASE

DFRWS 2019 EU
Oslo — 26™ April 2019

Falrizio Turchi Eoghan Casey Nikolaos Matskanis
Mafttia Epifani University of Lausanne CETIC
CNR-ITTIG eoghan.casey@unil.ch nikolaos.matskanis@cetic.be

Fabrizio.turchi@ittig.cnr.it

This project was funded by the
Eurocpean Union's Justics
Programme (2014-2020) under
Grant Agreement Mo, 766468




<L EVIDENCE:2| T

EVIDENCE2e-CODEX Project

« Standards and tools for the electronic exchange of cyber-
investigation information (Evidence Package or EP)

« Scenarios and methods for the exchange via European
Investigation Order (EIO) and Mutual Legal Assistance (MLA)
procedures

« Secvure Transfer via the EU-wide tested e-CODEX platform in
support of an EIO

| EWD#BAE2¢ - Codex project DFRWS 2019 EU Oslo, 24" April 2019
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Report tool conversion

caseConverter application

PoC infermediate software layer developed to convert the output
of a forensic tool in UCO/CASE standard

As an example we used the XML report generated by the Cellebrite
UFED and by the Logicube Falcon hardware duplicator

N E2e-Codex project DFRWS 2019 EU Oslo, 24t April 2019



&) Converter: from XML Report Tool into CASE/IS0N

- Product = Falcon
- SWWersion = 3.2u1
- BuildDate = Sep 12, 2017 17:10:11 UTC
- UnitSerial = 134090
- Time = 15:12:48 (CEST +0200)
- UTC = 13:12:48
1. Open XML - Date = Oct 26, 2018
Report = COperation
--Hash = SHA-1+MD5
- ImagePath = fvar/repo/sas-d1
--Mode = DriveTaFile

UFED - Cellebrite Axiiom - Magnet

® Falcon Logicube

Loaded lines: 11

Surname
Phone owner info

Phone number ® manual input load from XML | Open SIM XML report

r":"Falcon”, "version":"3.2ut","propertyBundle":[{ "@type":"ToolConi *

1IBA_MQO1ABD100", "serialMumber":"Z612532M5", "capacity

n":"HD TOSHIBA_MQO1ABD100", "exhibitNumbLer":"R14_ACER_HD",

nType":"FAT32", "partitionlD":"1", "partitionOffset":"1048576",

arget":"{SEBSEDVF-DE34-421C-8067-CATAEVYDEAEBGY", "kindOfRelatiol

3 Save into mnType":"unknown", "partitionlD":"2", "partitionOffset":"1039061

UCOI/CASE target":"{SEBSED7F-DE34-421C-8067-CA7AETDEAEBGY", "kindOfRelatic

nlype":"ntfs", "partitionlD":"3", "partitionOffset":"122683392",
arget":"{SEBSEDVF-DE34-421C-8067-CATAEVYDEAEBGY", "kindOfRelatiol
nlype":"ntfs", "partitionlD":"4", "partitionOffset":"5051997224% .

2. Extract Data

=
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JEZCODEX

E2E EESP Application

® Evidence Exchange Standard Package (EESP) Application
® |ntegrate forensic analysis documents

® Case management document

= |nvestigation action description

®m  Qutputs of forensic analysis tools

®m Descriptions of forensic procedures and actions
= Chain of custody information

m Uses the CASE Standard (https://github.com/ucoProject/CASE/)
= Data Model
m Representation Language (JSON-LD format)

1w Creates Evidence Packages

= CASE files with evidence file attachments

m For exchange through the Reference Implementation and e-Codex

Eg2e-codex.eu
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EESP Application

Browse

<L EviDENCE: T

EESP Application v0.2

Evidence Exchange Standard Package (EESP)
Application

Welcome anton grubitz!

The EESP Application of the EVIDENCE2e-CODEX
project allows you to

1 - Impeort investigation data or an Evidence
Package

B Browse and edit imported data.
[+ - Export encrypted Evidence Packages

The investigation data and meta data are
represented using the UCO/CASE standard.

0 - Get help as well as find more information
about the supported workflows and processes.

Plese send your comments and feedback to
office@evidence2e-codex.eu
Thank you!

&nd the EVIDENCEZe-CODEX Consortium 2018

ex December 2014

EESP - Evidence Packaging Application

Logout

Browse Evidence Packages

Choose a document to open starting from the imported Evidence Packages or the available Investigations

Imported Packages Investigations

EIO # ption ssuing state  Executing state Details Delete

Analysis of Logical

DEdocalz Aquisition of Galaxy $5.zip

Germany  Germany A []

Items per page: 10 - 1-10f1

This project is funded by the European Union's Justice Programme (2014-2020).
Grant agreement No: 766468,
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Analysis v

Grooming of a teenager girl, through Facebook [ DE_2018_00162 |
A teenager girl has been allured by an adult who has convinced her to send naked images
Forensic Actions Timeline Identities Evidence Traces Tools

Transfer A
Start End Description Details
Thu, 11 Oct 2018 Thu, 11 Oct 2018 12:20:14Transferred to the Forensic Expert Geeks in Germany, Transferred to the Forenisc z
09:00:14 GMT GMT Expert Geeks, Rome
Thu, 18 Oct 2018 Thu, 18 Oct 2018 10:30:14 N . .

08:30:14 GMT GMT Transfer of Hard Disk inside the computer of Mario Rossi (suspect) Z
Items per page: 10 - 1-20f2
Acquisition v
Search and Seizure v

||"|I'|-I il |||I|||I !
II||| ||I|‘|.I."-”

ex December 2016
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EESP Application
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EESP Application

Export Evidence Package
Use the form bellow to export the resource: Investigation of CASE document DE-local into an Evidence Package and the accompanying Manifest

Manifest Information
EI0 Murmbeer

DE-local

Issuing State Package import

Germany

File: e33edd36-816a-48d7-9ee7-1dce8a590216.zip.enc
Executing State

BB, EIO Number

Internal National Number *

DE-local

National |dentifier - Choose an existing one to merge

http://localhost:18080/fuseki/case/data/DE-local
Hash EP value

http://localhost:18080/fuseki/case/data/foo
Packaging

Germany
D Include Bundle
Encyption algorithm Password
AES - e Algorithm
password
........ Cryptographic signature
s
Status:

ex December 2016



< EVIDENCE: &

E2E EESP Application Architecture

= Onfology based Repository Service
= WS Resource API
= RDF Application
= Web application frontend Service
® Desktop Application
= Packaging API
Web API (REST)
m Task Queue (RabbitMQ)
m Packaging & Encryption module (Celery Worker)
® Package hosting service
= Noftification Service (in-App, via Task Queue)
= Authentication & Access control

||||| =
E%2e-codex.eu
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Architecture — EESP Packaging API
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EESP Architecture —
CASE Ontology Repository Service

® The Ontology Repository Services (ORS)
m hittps://github.com/cetic/ORS
® Formal data model based on an OWL-RDF Ontology

® Reasoning, Semantic Queries
= ORS Protégé Plugin
= Data Model generation from UCO/CASE Ontology

m Rest APl generation

m Resources Serialization/Representation Format:
JSON-LD

O\ = RESTful web services API


https://github.com/cetic/ORS

L EVIDENCE2| T EESP Application Architecture -

= Ontology Repository
T https://github.com/cetic/ ORS

Clinet Application

ORS Frontend Server (Angular JS) J

JSONAUSON-LD
!
Jena
l Requests I
JSON
Responses Data Mapping
ONTOP ODBC driver plugin
! Jena TDB
= — )
RDF Repository Relational Database
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Ontology Repository Jena TDB _/)
3
ORS N
Java Model, Rest API, RDF Convertor 4T
Generator = I i
Ontology Editor UCO/CASE


https://github.com/cetic/ORS
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EESP Application Frontend

m hitps://evidence?e-codex.cetic.be/

m Display/edit of CASE documents (Ontology
Graphs)

® Hierarchical view based on ontology structure
m Schema is generated by ORS Protégé plugin
m Custom Views - Accordion

® |nvestigative Actions - Action Lifecycle view,
Timeline view

® Evidence Traces & Tools, ...
® Tree view based on query graph
= Hierarchical view of fraces (under implementation)

™\ =Packages (CASE graphs) import/export/merge



https://evidence2e-codex.cetic.be/
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Thanks for your attention

Questions?e

Falbrizio Turchi Eoghan Casey Nikolaos Matskanis
Mafttia Epifani University of Lausanne CETIC
CNR-ITTIG eoghan.casey@unil.ch nikolaos.matskanis@cetic.be

Fabrizio.turchi@ittig.cnr.it
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