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“EVIDENCE2e-CODEX Linking EVIDENCE into e-CODEX for EIO and MLA
procedures in Europe” Project (EVIDENCE2e-CODEX) aims to facilitate and
encourage international cooperation in the criminal sector between the involved
Member State authorities by improving the conditions for a secure and fast
exchange of electronic evidence in the EU. In pursuit of this objective the project
will develop a uniform framework for the easy and reliable exchange of electronic
evidence in the specific context of the European Investigation Order in criminal
matters (EIO) and Mutual Legal Assistance (MLA) procedures, regulated by the
European Convention on Mutual Assistance in Criminal Matters, adopted by the
Council of Europe.
The lack of internal border control in EU and the increasing use of Internet
technologies give EU criminality a cross-border dimension. Consequently, fast and
secure procedures for access and exchange of electronic evidence in foreign
jurisdictions is a vital prerequisite for the effective fight against crime. In response
to the needs, EVIDENCE2e-CODEX builds upon the achievements of two projects
- e-CODEX (2010-2016) and EVIDENCE (2014-2016), combining the EVIDENCE
Road Map for harmonizing the exchange of electronic evidence in EU with the eCODEX technological instruments used for the cross-border exchange of
information between Member States authorities in the field of justice.
I am delighted to introduce the first edition of the EVIDENCE2e-CODEX newsletter.
Enjoy your reading and stay connected!
Dr. Maria Angela Biasiotti, CNR-ITTIG, Italy
EVIDENCE2e-CODEX Project Coordinator
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EVIDENCE2e-CODEX added value
EVIDENCE2e-CODEX Project is based upon the results and achievements
reached by two EU-funded projects - EVIDENCE and e-CODEX. The EVIDENCE
Project developed the Road Map for harmonizing the exchange of electronic
evidence to chart the necessary actions - from social impact to legal, technical
and standardization, to validate the process with stakeholders since its conception
and to build the future of electronic evidence exchange in Europe. The e-CODEX
family of projects is providing a fast, easy and reliable connection between
legal professionals across Europe enabling them to efficiently and effectively
handle cross-border legal cases using digital tools. The merger of the actions
contemplated by these two projects will produce two complementary
approaches and will contribute to a higher level of awareness throughout the pilot
of the EVIDENCE2e-CODEX ‘true to life’ application. It will provide for
implementing the exchange tool in all Member States, initiating the harmonization
process of exchanging electronic evidence in a trusted and secure manner across
the EU.
A ‘true to life’ example is considered a substantial step in the modernization of
cross-border cooperation in criminal law. It will allow the EVIDENCE2e-CODEX
team to assess which are the conditions, criteria and necessary impact
measures to be implemented from a legal, technological and sociological
perspective towards connecting judges, prosecutors, LEA officers and other
stakeholders to the e-CODEX infrastructure in a user-friendly manner. The
foreseen actions will foster the harmonization of the framework and improve
stakeholder awareness about the treatment and exchange of electronic evidence
in European Investigation Order (EIO) and Mutual Legal Assistance (MLA).
Specific emphasis will be laid on the relationship and approach to be adopted when
dealing with Internet service providers.
The EVIDENCE2e-CODEX Project will pave the way towards an interconnected
system without multiplying the systems and e-forms that are already in use. The
project’s objectives match the requirements identified during the November 2016
Expert Meeting, i.e. that e-CODEX should be a system for secure transmission of
requests allowing also, to the extent possible, the transmission of e-evidence. The
‘learning by doing’ approach will be an added value for both EU institutions and
Member States as the project's results will be developed and validated together
with stakeholders and will contribute to establishing a reciprocal trust among them.
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The EVIDENCE2e-CODEX application will be designed bottom-up, starting from the
specific context of electronic evidence exchange.

Furthermore, the EVIDENCE2-eCODEX will increase awareness towards solutions
aimed at furthering the exchange of electronic evidence in EIO and MLA context
and extending this implementation to a Member State level. All stakeholders
involved will be thoroughly informed and trained to understand, accept and
further promote electronic evidence exchange. To achieve that, the project
activities also cover legal, political, technical, ethical and social aspects, LEArelated actions and professionalization in the field of digital forensic.
The awareness campaign alongside an open dialogue with stakeholders and
the realization of a concrete ‘true to life’ example will allow the EVIDENCE2eCODEX team to assess and develop a ‘tailor-made’ methodology for extending
the secure electronic evidence exchange to all Member States.

EVIDENCE2e-CODEX focuses on


Preparing the floor for piloting exchange of electronic evidence in all EU
Member States and establishing the context for the future implementation
This project was funded by the European Union’s Justice
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of secure and trusted exchange of electronic evidence in the specific
scenarios of EIO and MLA procedures


Raising awareness about potential solutions for secure exchange of
electronic evidence in EU



Cross-fertilizing actors and procedures in the electronic evidence exchange
framework, including professionalization, and filling on existing challenges
and gaps



Contributing to the fight against cyber terrorism and other crimes in Europe



Enhancing the international cooperation with Internet service providers



Implementing a ‘true to life’ example of successfully linking the EVIDENCE
Project to e-CODEX Project’s results in support of an EIO case



Developing (a) an approach for ‘large file handling’ and, if possible, (b) a
specification for the practical implementation considering the conditions,
criteria and necessary impact measures to be implemented from legal,
technological and sociological point of view (including training) towards
extending this example to all EU Member States



Initiating the harmonization of the legal and technological frameworks and
the stakeholder awareness about the treatment and the exchange of
electronic evidence in the EIO and MLA procedures, including the relationship
and the approach to be adopted when dealing with internet service providers



Developing a methodology for extending the secure electronic evidence
exchange to all Member States

by

EVIDENCE2e-CODEX outputs


Comprehensive understanding of large file handling and identification of
requirements and challenges towards secure electronic evidence exchange



A ‘true to life’ example developed by successfully linking the EVIDENCE
Project to e-CODEX Project’s results in support of an EIO case (Exchange
Tool, including packaging and un-packaging)



An Action plan and guidelines for consolidation and EU-wide implementation
of the ‘true to life’ example
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A data protection framework for maintaining the security and integrity in the
exchange of electronic evidence



A standardized approach for representing and exchanging electronic
evidence in support of an EIO case, while ensuring interoperability and
interconnection of existing systems and solutions



Six workshops with legal and technical communities dedicated to the secure
electronic evidence exchange



Final project event with stakeholders involved into the cross-fertilization
action.

EVIDENCE2e-CODEX is online
The following stakeholder groups could greatly benefit from the EVIDENCE2eCODEX Project results:


public prosecutors, judges, lawyers and law enforcement officers from EU
Member States who deal with crimes where electronic evidence are used for
proving innocence or guilt, anti-terrorism measures or fighting against
cybercrime;



policy makers at national and European level, as they are the ones that have
to support the change and may be requested to implement the necessary
impact measures to allow the exchange of electronic evidence having legal
value in domestic jurisdictions;



Ministries of Justice of EU Member States who have the key role in facilitating
and putting in place the measure for enhancing the exchange of electronic
evidence;



EU bodies and agencies, i.e. EUROJUST, EUROPOL, OLAF - Digital Forensic
Unit and DPO, who need to facilitate the exchange of electronic evidence for
those crimes where more than one EU Member State is involved;



international institutions i.e. INTERPOL, International Criminal Court, etc.;



digital forensic software companies developing tools for the acquisition and
analysis of electronic evidence;



internet service providers and tech companies, owning the majority of
information ready to become evidences in an electronic format;
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research and academia institutions, working in the field of e-justice and
electronic evidence –related aspects; and



other EU-funded projects, i.e. Me-CODEX, LASIE, e-Crime, GIFT, e-CODEX,
e-Sens, EA-Fit Tools etc., dealing with technical aspects of e-evidence
delivery and exchange.

Members of all stakeholder groups will be heavily involved in the project activities,
discussing and validating project results through a serious of public events,
workshops and surveys.

Are you interested in our work?
EVIDENCE2e-CODEX website offers quick and easy access to essential information
about the project. It is a part of the consortium’s ongoing efforts to enhance the
quality and availability of information related to electronic evidence and related ejustice issues from legal, political, technical, ethical and social perspectives.
Explore EVIDENCE2e-CODEX website at: www.evidence2e-codex.eu

Are you on Twitter?

Engage in Group
Discussions!

EVIDENCE2e-CODEX
is
actively
engaged on Twitter, sharing project
updates and exciting news and trends
in the field of electronic evidence and
related e-justice issues. We are
following a number of worldwide
organisations - policy makers, media,
and communities to reflect their
various opinions, latest discoveries
and upcoming events.
You could follow our activity at
@evidence2ecodex

Team members and professionals
interested in EVIDENCE2e-CODEX are
welcome to join our LinkedIn group to
share project-related news and
discussions.
The
activities
on
LinkedIn are part of the project’s
overall
communication
strategy
aiming to reach both policy makers,
practitioners, private sector services,
research and academia, civil society
organizations, and project partners.
You could join the group here.
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Recent policy developments
On 17 April 2018 EC proposed new rules to make it easier and faster for police and
judicial authorities to obtain the electronic evidence, such as e-mails or documents
located on the cloud, they need to investigate, prosecute and convict criminals and
terrorists.
The new rules - in the form of a Regulation of the European Parliament and of the
Council on European Production and Preservation Orders for electronic evidence in
criminal matters (proposal) and a Directive of the European Parliament and of the
Council laying down harmonised rules on the appointment of legal representatives
for the purpose of gathering evidence in criminal proceedings (proposal) - will allow
law enforcement in EU Member States to better track down leads online and across
borders, while providing sufficient safeguards for the rights and freedoms of all
concerned.
Criminals and terrorists all use text messages, emails and apps to communicate.
More than half of all criminal investigations today include a cross-border request
to obtain electronic evidence held by service providers based in another Member
State or outside the EU. To obtain such data, judicial cooperation and mutual legal
assistance is needed, however, the process is much too slow and cumbersome at
present. Today, almost two thirds of crimes where electronic evidence is held in
another country cannot be properly investigated or prosecuted, mainly due to the
time it takes to gather such evidence or due to fragmentation of the legal
framework. By making the process of obtaining electronic evidence more quickly
and efficiently, today's proposals will help close this loophole.
The Commission proposals will create a European Production Order, prevent data
being from being deleted with a European Preservation Order and provide legal
certainty for businesses and service providers.
For information, please check in here and here.
--Prior to the legislative initiatives, a public consultation on improving cross-border
access to electronic evidence in criminal matters was open to feedback from any
interested party for a 12 week period, from 4 August 2017 to 27 October 2017. It
included a link to the Commission website on cross border access to e-evidence,
which provided further information.
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The consultation on the Inception Impact Assessment was launched at the same
time as the open public consultation. Any interested party could provide feedback
on the Inception Impact Assessment from 4 August 2017 to 31 August 2017.
In April 2018 EC published the summary report.
All position papers submitted to the 2017 public consultation on improving cross
border access to electronic evidence in criminal matters can be found here.
--In addition to the legislative proposals, the Commission continues to work on the
implementation of the practical measures, such as supporting cooperation with
service providers and US authorities, in particular through capacity building, as
well as the establishment of a secure platform for the swift exchange of requests
within the EU.
Check out the latest facts & figures on facilitating access to e-evidence.
--Important public events during February-May 2018 period in the field of electronic
evidence:
07-08 March 2018, Joint Conference on Judicial Cooperation in Cybercrime
Matters
25-26 April 2018, EJCN Meets at EUROJUST to Discuss e-Evidence Initiatives
14-15 May 2018, Future of the e-Justice in the EU and the New Technologies
in Services of Judiciary

Project news and events
EVIDENCE2e-CODEX started on 15 February 2018 and the kick-off meeting of was
held in Florence, Italy, on 7-8 March 2018.
During the meeting, the partners discussed and approved key aspects of the
project future development including its stages and the overall implementation
plan, and outlined the dissemination and evaluation strategies and criteria.
More than 40 partners’ experts took part in the initial project meeting. Members
of the ‘Electronic Xchange of e-Evidences with e-CODEX’ (EXEC) and
representatives of EC, DG Justice and Consumers, were special guests of the
event.
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--The EXEC project is part of the e-CODEX family and enables the participating
Member States to exchange European Investigation Orders (EIO) and related eevidences fully electronically through existing national back end solutions or the
Reference Implementation provided by the European Commission. The e-CODEX
Building Blocks (DOMIBUS Gateway and Connector) build the exchange
infrastructure to facilitate the electronic delivery of EIO and e-evidences. The
project is also funded by Justice and Consumers General Directorate of the
European Commission under Justice Programme 2014-2020, and is coordinated
by the Austrian Ministry of Justice.
The EXEC Kick-off Meeting was organized as a back-to-back event to the
EVIDENCE2e-CODEX kick-off meeting allowing key partners of the EVIDENCE2eCODEX Consortium to take part in the meeting, thus ensuring the synchronization
of communication and organizational activities and the quality of the common
activities between EXEC and EVIDENCE2e-CODEX.
---
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The first three months initiated the beginning of the project activates and let to
several organization meetings on expert level and presentation of the project
during public events.
If you want to learn more, check also:
On 6 March 2018, within the framework of the EVIDENCE2e-CODEX project,
the ‘Synergies with INTLI International Exchange of Evidence’ Seminar was
held in partnership with INTLI. It focused on lawful interception, in or near
real time.
The Digital Forensic Research Workshop (DFRWS) has a long history of being
the foremost digital forensics research venue and has decided to hold a sister
conference to bring the same opportunities to Europe. The fifth annual
Conference was held on 21-23 March 2018 in Florence, Italy, hosting five
different sessions: Knowledge and Education, Evidence Analysis, Digital
Evidence, Automation, Anti-Forensics. The EVIDENCE2e-CODEX Project
representatives actively participated in the Conference discussions on
electronic evidence exchange.
EVIDENCE2e-CODEX WP3 Team organized their first technical meeting on 910 April 2018 in The Hague with the following aims: (a) identifying the
position of the Evidence Exchange Standard Package (EESP) application in
the overall picture for electronic evidence change and its relationships and
impacts on the e-CODEX platform; (b) getting a clearer idea on e-CODEX
and the EVIDENCE2e-CODEX-related projects e-Evidence and EXEC; (c)
defining use cases for CASE; and (d) discussing EESP application architecture
and development.
The increasing number of criminal cases with cross border elements shows
the need for improved judicial cooperation in criminal law procedures. In the
EVIDENCE Project (2014-2016) a standard called ‘Evidence Exchange
Standard Package Application’ was created in order to make it easier to use
electronic evidence across EU’s internal borders. In the new project EVIDENCE2e-CODEX, the achievements of the EVIDENCE Project are
combined with the e-CODEX solution for cross border case-related data
exchange. Being one of the key projects on EU level in the field of electronic
evidence and their cross-border exchange, EVIDENCE2e-CODEX was invited
to take part in the ‘Future of the e-Justice in the EU and the New
Technologies in Services of Judiciary’ Conference, jointly organized by
Bulgarian Presidency of the Council of the European Union and European
Commission via DG Justice and Consumers.
This project was funded by the European Union’s Justice
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Stay tuned?

Visit our
website

Engage in
LinkedIn

Follow us
on Twitter

This project was funded by the European Union’s Justice
Programme (2014-2020) under Grant Agreement No. 766468

Subscribe
for our
newsletter

12/12

