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The third project quarter brought us interesting events, debates with
stakeholders on the risks and opportunities of digitalisation and the first
public demo of the EVIDENCE2e-CODEX Evidence Exchange Standard
Package application. We learnt, we progressed. Read how!
Dr. Maria Angela Biasiotti, CNR-ITTIG, Italy
EVIDENCE2e-CODEX Project Coordinator
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LIBE Committee on electronic evidence
Source: European Parliament Think Tank

On 30 August 2018, a study, commissioned by the European Parliament’s Policy
Department for Citizens’ Rights and Constitutional Affairs at the request of the
LIBE Committee, examining to what extent differences between national
procedural criminal laws hinder the negotiations and the operation of crossborder cooperation instruments, was published. It is based on a comparative
analysis of a representative sample of nine Member States. It identifies several
forms of “hindrances” to cross-border cooperation, ranging from mere delays to
the suspension and the non-execution of assistance requests, alongside the
striking underuse of some of the existing instruments. There is no simple or single
answer to these challenges. Therefore, several non-legislative and legislative
recommendations are put forward for the short- and long-term horizon.
The study identified nine domains where existing differences among national
legislations affect the negotiations and/or cross-border cooperation. These include
investigative measures, admissibility of evidence, the principle of equality
of arms in transnational investigations, pre-trial detention regimes and
alternatives to detention, national procedures to assess detention
conditions and surrender following the Aranyosi and Caldararu judgment,
compensation regimes for unjustified detention in transnational cases,
the right to be present at a trial and conditions for surrender,
compensation of victims of crime, as well as protection measures for
victims.
As a result from differences in criminal procedural laws, several impacts could be
identified. Adopting new instruments of cooperation proved a challenge. The
negotiations of the EIO and the EPPO were complex and lasted several years.
Widely divergent criminal procedures, alongside asymmetrical levels of ambition
and lack of political willingness to move forward with new instruments, translated
into lengthy negotiations and the watering down of initially relatively high
ambitions. In practice, differences in criminal procedures impaired the functioning
of cooperation instruments. The release of the Aranyosi and Caldararu judgment
and its impact on the European Arrest Warrant – leading to a near paralysis of
surrender procedures in some countries – focused a great deal of attention. Other
instruments deserve close consideration as well. Worthy cooperation mechanisms,
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such as those adopted in the realm of protection measures for victims, have barely
been relied on by the Member States, despite their significant potential to increase
the standing of victims across the Union. Meanwhile, delays and ill-execution of
requests occurred as a result of incompatibilities between legal and procedural
rules, absence of mutual knowledge, as well as the lack of effective and speedy
communication and information-exchanges between competent authorities.
Faced with these challenges, solutions were devised by EU lawmakers. Alongside
approximation endeavours, of which the adoption of a body of directives on
defendants’ and victims’ rights is a prime illustration, a complementary strategy
was formulated. Rather than tackling differences head on, the EU undertook to
circumvent them. In some circumstances, the contours of judicial cooperation were
stretched to their paroxysm so as to include an array of actors alongside judicial
bodies, ranging from administrative and civil authorities, to service providers.
Flexibility manifested particularly in the terrain of transnational investigations,
where both administrative and criminal law actors, alongside public and private
actors, play a decisive role. Regarding the protection of victims, the nature – civil,
administrative and criminal – of both authorities and protection orders seems to
be of little relevance. Where flexibility was deemed unsuitable, deference to
national law was preferred.
However, these approaches have proved unsatisfying. The flexibility retained by
the EU legislator creates confusion among the MSs, sometimes resulting in delays
in cross-border cooperation, or limited knowledge of existing mechanisms.
Reliance on national law has not proven entirely satisfying. The obligation to cope
with a variety of national laws, procedures and requirements causes delays and
incompatibilities. The current regime moreover generates tensions with
fundamental rights. Individuals are faced with widely divergent protection regimes,
depending on which MSs participate in transnational cooperation. Variable
geometry undermines the principle of legal certainty, a yet crucial requirement in
transnational proceedings, where several MSs are involved, and determining the
jurisdiction competent to address a claim may prove challenging. In this respect,
the framework developed in the directives on defendants’ and victims’ rights is
incomplete: administrative and civil proceedings fall outside their scope of
application, the wording of some provisions is sufficiently broad to leave a wide
margin of discretion to the national legislator, Ireland and the UK have opted-out
from several measures, and only surrender procedures have been explicitly dealt
with by the EU directives. This leaves any observer with the feeling that the EU’s
criminal justice area operates on a system of fundamental rights protection à
géométrie variable.
This project was funded by the European Union’s Justice
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Whereas on paper, there is a general consensus that, in an area of criminal justice
where a variety of systems co-exist, mutual understanding and recognition of
differences is the rule, in practice MSs pursued dissimilar approaches. Some
pushed the boundaries of mutual trust to the extreme, to what could be termed
“blind trust”, and differences were accommodated to the widest extent possible, a
posture driven by the assumption that all Member States comply with similarly
high levels of fundamental rights protection, as well as the imperative of more
efficient judicial cooperation. Others accommodated differences between national
systems, provided that these are not such as to encroach upon the core content
of a fundamental right enshrined under national law. But reality bites back, and
clashes occurred between Member States with high levels of protection, and those
perceived as located at a lower end of the spectrum. Although these “clashes”
occurred on a relatively parsimonious basis, they suggest that mutual trust is not
based on the mere presumption that Member States share the same level of
commitment to a common set of values. Trust, in the EU’s area of criminal justice,
must indeed be “earned” through effective compliance with fundamental rights
standards.
The full report and the important recommendations can be found here.
--On 21 September 2018, another study, commissioned by the European
Parliament’s Policy Department for Citizens’ Rights and Constitutional Affairs at the
request of the LIBE Committee, analysing the added value and the
shortcomings of the Commission’s proposals on cross-border access to
electronic evidence, was published. The analysis puts a special focus on the
proposals’ implications for territoriality and state sovereignty and fundamental
rights of service providers and users.
The aim of this study is to assess whether the new rules proposed by the
Commission provide an adequate and feasible framework for cross-border
access to provider data. To that end, the study shall analyse the added value
and shortcomings of the Commission’s proposal and assess the legal implications
of the transnational disclosure of provider data, with a special focus on the
disparities of national legal systems and recent developments concerning access
to evidence stored in other jurisdictions, the legal challenges as regards territorial
sovereignty and fundamental rights protection as well as the possibilities offered
by Mutual Legal Assistance agreements and mutual recognition instruments.
The international framework of cross-border access to provider data mainly
relies on MLA proceedings. In the EU, the European Investigation Order has
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significantly facilitated cross-border cooperation by streamlining the procedure and
reducing cooperation obstacles, but still requires an intervention of the MS where
the investigative measure shall be executed. In contrast, the Commission’s
proposal will create new instruments for direct and mandatory cross-border
cooperation, namely the European Production Order (EPOC) and the European
Preservation Order (EPOC-PR). The orders are addressed to the legal
representative to be designated by any service provider offering its services in the
Union. The role of the formerly executing MS is limited to the enforcement of the
order if the addressee does not comply with its obligations.
The added value of the new cooperation regime lies in providing quick and
effective cross-border access to provider data. On the other hand, the
Commission’s proposal suffers from major shortcomings:
 The Commission’s proposal extends enforcement jurisdiction to service
providers established and data stored in non-Member States and thereby
compromises the functioning of international cooperation with third states
and gives rise to legal uncertainty for both service providers and users.
 Direct cooperation will affect the territorial sovereignty of the MS in which
the service provider shall execute the EPOC or the EPOC-PR and will,
thereby, prevent that MS from taking responsibility for an effective
protection of fundamental rights within its territory. Instead, the protective
function is shifted to the service provider and/or the competent authority
of the issuing MS neither of which is in position to ensure adequate
protection.
 The proposed cooperation mechanism deprives the individual of the
protection provided by the traditional framework of international
cooperation by abolishing traditional cooperation obstacles (for instance the
double criminality requirement). Most of all, the proposal establishes an
obligation to produce content data and transactional data even if the
threshold set out by the law of the enforcing MS is not met (serious offence,
catalogue offence).
 As a consequence of the re-allocation of protective functions among the
issuing and the enforcing MS, the individual whose data has been
transmitted has no right to challenge the disclosure before a court of the
enforcing MS. The service provider is provided with judicial remedies in the
enforcing MS (enforcement proceedings) and in the issuing MS (review
procedure in case of conflicting obligations), but may not challenge the
legality of the order under the law of the issuing MS.
This project was funded by the European Union’s Justice
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 The Commission’s proposal will not fully overcome the fragmentation and
divergence of the MSs’ laws on the preservation and production of electronic
evidence. Production and preservation orders to domestic service providers
will remain subject to national law and the proposed cooperation regime
still significantly refers to the national laws of the issuing and enforcing MS.
The full report and the important recommendations can be found here.

Updates on European production and
preservation orders for electronic evidence
in criminal matters
On 19 September 2018, a revised text of the Proposal for a Regulation of
the European Parliament and of the Council on European production and
preservation orders for electronic evidence in criminal matters was
published, which makes a number of important amendments:
 it extends the scope of application of the EPO and EPrO to the enforcement
of prison sentences (Art. 3 (2)),
 creates the possibility of an ex post judicial validation in emergency cases
(Art. 4 (5)),
 introduces a limitation for an EPO relating to data stored or processed on
behalf of public authorities (Art. 5 (6a)),
 stresses the need for a secure and reliable transmission of the certificate
(Art. 8 (2) and 9 (1)),
 clarifies certain grounds for refusal (Art. 9 (4) and 10 (5)),
 introduces a speciality principle limiting the use of the data obtained on the
basis of an EPO (Art. 12a) and
 suggests two options to further harmonize the sanctions applicable in case
of non-compliance (Art. 13).
In addition, a compromise on the conflicting legal obligations clauses (Art. 1516) is in the make (supra).
Full text of the revised version can be found here.
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EDPB Opinion 23/2018 on Commission
proposals on European Production and
Preservation Orders for Electronic Evidence
in Criminal Matters
In April 2018, the Commission presented a proposal for a Regulation on European
Production and Preservation Orders for electronic evidence in criminal matters and
a proposal for a Directive laying down harmonised rules on the appointment of
legal representatives for the purposes of gathering evidence in criminal
proceedings. The two proposals COM (2018) 225 final and COM (2018) 226 final
are complementary. The overall goal pursued by the Commission is to improve
cooperation between Member State authorities and services providers, including
those based in non-EU countries, and to propose solutions to the problem of
determining and enforcing jurisdiction in cyberspace. While the draft Regulation
foresees the rules and procedures applicable to issue, serve and enforce
preservation and production orders on providers of electronic communication
services, the draft Directive provides for minimum rules for the appointment of a
legal representative for service providers not established in the EU.
In November 2017, before the Commission tabled any draft proposal, the Article
29 Working Party (WP29) recalled the necessity to ensure that any legislative
proposal fully complies with the existing EU data protection acquis in particular,
as well as EU law and case-law in general.
In particular, the WP29 warned against limitations to the rights to data
protection and privacy with respect to data processed by telecommunications
and information society providers, especially when further processed by law
enforcement authorities, recalled the necessity to ensure consistency of any EU
instrument with the existing Council of Europe Budapest Convention on cybercrime
and with the EU Directive on the European Investigation Order, and recommended
to clarify the respective procedural rules governing access to e-Evidence at
national and EU level to ensure that the new instrument would not grant authorities
new powers they would not have internally. In addition to these general remarks,
the WP29 commented on the legislative options considered by the Commission at
that time concerning the categories of data concerned and the corresponding
safeguards to access them, on the possibility to address production
orders/requests to compel service providers to provide data located outside the
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EU, and on the substantive and procedural conditions necessary safeguards to
surround direct access to data.
With the concrete proposals on e-Evidence at hand, the European Data Protection
Board gave a more detailed analysis of the proposed legal instruments from a data
protection point of view adopting Opinion 23/2018 on Commission proposals on
European Production and Preservation Orders for electronic evidence in criminal
matters (Art. 70.1.b).

Data protection and digitalization in the
area of justice
Data protection and digitalization in the area of justice continue to be hot topics
with respect to the recent changes marking 2018.
On 18 and 19 October 2018, the Austrian Supreme Court of Justice (Oberster
Gerichtshof, OGH) and the Academy of European Law (ERA) organised under the
Austrian Presidency of the Council of the European Union an international meeting
on the topic of “Data Protection in the Area of Justice”.
The participants were mostly judges from Austria and 27 other European countries.
The talks and discussions focussed on the question of how the new EU data
protection legislation which has been in force since May 2018 affects the
practice of the courts. Participants discussed access to case files, media reports
about court proceedings and anonymization of court decisions published on the
internet, but also other issues such as data retention and computerised profile
searches for criminals. They agreed that also the new legal situation makes it
necessary to weigh up the public interest in using and processing data against the
right to informational self-determination of the persons concerned. In many cases
final clarity will only be provided by the decisions of the Court of Justice of the
European Union.
--Freedom AND Security – Killing the zero sum process was the title of the 2018
data protection conference organised by the Europol Data Protection Experts
Network (EDEN) and the Academy of European Law (ERA). Held at Europol
headquarters on 22 and 23 November, the conference took a closer look at topics
linking the work of law enforcement and security authorities, and the impact this
has on fundamental rights.
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The key topics of the conference covered:
 the right to data protection and privacy;
 risks and opportunity for citizens;
 effects of the General Data Protection Regulation (GDPR) on law
enforcement;
 government hacking, data retention, and darknet investigations;
 bridges between intelligence services and law enforcement agencies;
 from law enforcement fiction to future – privacy in the year 2030.
By discussing the impact that the processing of data in an interconnected and
borderless cyber-world has for both the fundamental rights of citizens and the
world of law enforcement and security authorities, the conference aimed to
overcome the perceived contradiction between freedom and security.
This year’s EDEN conference brought together 300 law enforcement officials, EDEN
specialists, representatives of private industries, NGOs, academia and
stakeholders interested in data protection matters in a law enforcement
context. Members of the EVIDENCE2e-CODEX Consortium were also present at
the event discussing latest developments in the field.
--The Austrian Presidency of the Council of the European Union, together with the
European Union, organized a conference on the effectiveness of justice systems.
The event took place on 30 November in Vienna, Austria, with the aim to take
stock of the efforts undertaken across Europe to improve the effectiveness of
justice, as well as to examine how the EU can further support these efforts. The
independence, quality and efficiency of justice systems are crucial for upholding
the values upon which the EU is founded, for the implementation of EU law, for
mutual trust and for an investment-friendly environment.
The organizers provides a background paper on the risk and opportunities of
digitalisation in the judiciary paving the ground for three major discussion
topics: How can digitalisation and Artificial Intelligence contribute to the quality
of justice systems? How to address the risks and challenges involved in the
digitalisation of the justice systems, including the use of Artificial Intelligence?
What are the latest trends in the European "legal tech" industry (using
technology and software to provide legal services), and how would these
developments reshape the European market of legal services?
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Most recent EVIDENCE2e-CODEX project
developments
Continuous hard work within all project streams during the third project quarter
resulted in:
EVIDENCE2e-CODEX Experts Presenting at an EJTN Criminal Justice Seminar
on Evidence in the Cloud, 27-28 September 2018
EVIDENCE2e-CODEX Presentation at EC’s Member States Experts Meeting
ithin the transnational initiative for facilitating the electronic exchange of
digital evidence among competent authorities in Europe and expediting the
judicial cooperation inside and outside Europe, 12 October 2018
Expert Roundtable: Quo vadis eEvidence?, 23 November 2018
Invitation to EVIDENCE2e-CODEX Project Coordinator to present on the topic
of electronic evidence and digital forensics at e-Justice Conference 2018 "eCourts in Europe", 5-6 December 2018
--During the third project quarter the work within the legal and technical streams
continue. Major projects results will be published and further discuss with
stakeholders within the upcoming months.
However, within the September-November 2018 period special attention was paid
to EVIDENCE2e-CODEX Report on Data Protection Implications in EIOs
and MLA Procedures. The report highlights recent legislative developments in
the EU, in particular the 2018 proposal for a Regulation on European Production
and Preservation Orders for electronic evidence in criminal matters, and the
potential implications of the Regulation on current electronic evidence exchange
procedures. The report goes on to identify the legal and operational measures
which need to be put in place to ensure adequate respect to data protection rights,
with particular reference to instances of electronic evidence transfer. Moreover,
the report also examines the other fundamental rights, which are both directly and
implicitly referred to in the Directive 2014/41/EU1 (‘the EIO Directive’), and how
they are being handled in other EU (European Union) Member States.

Directive 2014/41/EU of the European Parliament and of the Council of 3 April 2014 regarding
the European Investigation Order in criminal matters, OJ L 130, 1.5.2014, p. 1–36.
1
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The report first introduces both data protection and evidence exchange legislation
and explains its necessity in the international law enforcement setting. To further
provide context to the current data protection and law enforcement environment,
this report examines recent legal developments in the area. Both EIO and MLA
procedures are analysed in detail in conjunction with data protection law and the
operational practices of the competent authorities. Directive 2016/680 provides
the data protection legal and operational measures which need to be taken
concerning the international electronic evidence exchange of personal data for
crime investigation purposes and for legal and operational measures in general.
The report subsequently highlights the necessary measures which need to be taken
by the various relevant entities partaking in the evidence exchange process.
Emphasis on data protection compliance is reinforced by the observation of the
core and fundamental principles of data protection conjoined with the respecting
the roles and responsibilities of the different actors, as well as the particular
respect to security measures which need to be taken with electronic exchanges.
Additionally, acknowledgement is made between both the distinctions and
commonalities of EIO and MLA procedures and the following measures which need
to be put in place to ensure data protection compliance.
The overall aim of the study is to provide a report on data protection and
fundamental rights in relation to EIO and MLA procedures. In achieving its aim,
this report provides background as to the data protection and law enforcement
legislation on evidence exchange, and significantly, this report provides the
necessary guidelines as to the data protection measures which need to be taken
by the various parties in the exchange of electronic evidence. In providing this
guidance, this report assists in delivering ‘ready to use’ information on data
protection and digital evidence exchange as set out in the description of action.
The study supplements and builds upon both EVIDENCE2e-CODEX ‘Report on
implementation of EIO’ and ‘Report on EIO and MLA’ (both results of WP2; yet to
be published) and provides specific details on and takes a broader, yet crucial role
in adding to the corresponding deliverables in providing for the legal and
operational parameters in both data protection law and other fundamental rights.
The final part of the report examines where fundamental rights, other than the
right to the protection of personal data, are directly or implicitly referred to in the
EIO Directive, and how they are being handled in a selection of different Member
States.
The report is prepared by the Department of Innovation and Digitalisation in Law
at the University of Vienna.
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First validation of the EVIDENCE2e-CODEX
solution
EVIDENCE2e-CODEX WP3 ‘Matching EVIDENCE into e-CODEX and Linking
to other EU Member States’ is dedicated to the integration of the formal
language for representing and supporting the Electronic Evidence Exchange
process in an electronic evidence platform based on e-CODEX architecture, and
the development of plugin modules for other systems in use by EU institutions
(EUROJUST, OLAF, and EUROPOL).
During the activities carried out within the EVIDENCE project a standard
proposal for the representation of legal and forensic information involved
in the electronic evidence exchange process was presented. EVIDENCE also
provided for a proof of concept application (PoC) for orchestrating workflows
on the exchange and management of forensic and legal information packages
related to electronic evidence. The PoC focused on the metadata of the electronic
evidence exchange, the description and reproducibility of the analysis and the
chain of custody.
Merging the efforts between these projects, EVIDENCE2e-CODEX designs and
adapts its Evidence Exchange Standard Packages (EESP) application as an
extension of EVIDENCE PoC updating its user interface and the underlying data
model on the basis of a new representation language (by upgrading an existing
standard such as CASE). This will allow EVIDENCE2e-CODEX to support the pilot
use cases in capturing MLA and concepts from the mutual recognition instruments.
To achieve WP3 ‘Matching EVIDENCE into e-CODEX and Linking to other EU
Member States’ goals, the EVIDENCE2e-CODEX team broke down the electronic
evidence life cycle in simple phases in order to verify the capacity of the formal
language to store the forensic and legal information related to the current status
of the evidence. Five different phases can be easily distinguished: initialization of
the case, search and seizure, acquisition, analysis taking into consideration the
preservation and the chain of custody. Relying on pseudo-anonymization of real
cases, a simulation on how the formalism represents all the involved information
was prepared in order to evaluate the strengths and the weakness of the chosen
formalism within the EVIDENCE2e-CODEX Project. For each phase the needed
amendments will be applied and verified with the main stakeholders involved in
the electronic evidence handling.
With respect to the above, EVIDENCE2e-CODEX organized two workshops:

This project was funded by the European Union’s Justice
Programme (2014-2020) under Grant Agreement No. 766468

13/15

www.evidence2e-codex.eu



'Workshop on the Formal Language for Evidence Exchange
Representation' was dedicate to the formal language for evidence
exchange representation, while



'Interim Workshop on Evidence Exchange Standard Package
Application' focused on the Evidence Exchange Standard Package
Application development.

Joint in a single two-day event that took place on 20-21 November 2018 in The
Hague, the technical workshops represented the first validation of the
EVIDENCE2e-CODEX solution.

More than 40 experts from the digital justice and forensics community gathered
to discuss and network over presentations from project partners and stakeholders.
The event opened with discussions on topics related to the application of the
UCO/CASE formal language in judicial cooperation and for evidence exchange, the
e-CODEX method for semantic interoperability, the e-Evidence Digital Exchange
System project and Reference Implementation Portal (developed by EC), and the
digital forensics as a service.
The second day continued with a technical overview and demo of the Evidence
Exchange Standard Package application, developed by the EVIDENCE2e-CODEX
project, its application in the EIO context, and further development within the
project lifetime. Experts from the project consortium presented different aspects
of the evidence exchange within the EIO - the workflow, the issue of handling of
large-file of evidence, the EESP relationship with e-Evidence project, and the role
of the e-CODEX components. Further on, the EESP Application and its
implementation architecture were presented by an Evidence Exchange Workflow
demo using a close to reality scenario.
This project was funded by the European Union’s Justice
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The participation of the major stakeholders in the EU arena helps EVIDENCE2eCODEX to develop and promote a ‘true to life’ example for electronic evidence
exchange. The event welcomed DG Justice and Consumers and e-CODEX
representatives, officials from EUROJUST, EUROPOL, OLAF, International Criminal
Court, and the ministries of justice of the Netherlands, Austria, Germany, Portugal,
Spain, Estonia and France, as well as experts from digital forensics companies,
academia and national/international organizations working in the field of judicial
cooperation.
The Hague Conference on Private International Law (HCCH) kindly hosted the
event in their premises at Churchillplein 6b, 2517 JW The Hague, Netherlands.

Upcoming project events
The next six months of the project will bring us:
EVIDENCE2e-CODEX: Meeting the Legal Community
Final Workshop on Evidence Exchange Standard Package Application
EVIDENCE2e-CODEX: Meeting the Technical Community
Each event will be dedicated to debating specific project result thus engaging the
EVIDENCE2e-CODEX stakeholders in assessing the conditions, criteria and
necessary impact measures to be implemented from legal, technological and
sociological perspectives towards connecting judges, prosecutors, LEA officers
and other stakeholders to the e-CODEX infrastructure in a user-friendly manner
towards a stable ‘true to life’ example for electronic evidence exchange.
Stay tuned!
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