EVIDENCE2e-CODEX
Newsletter #4
December 2018 – February 2019

The fourth project quarter brought us even more interesting events and
debates with stakeholders on the issues of electronic evidence and proved
the value of our ‘true to life’ proof of concept towards a working
EVIDENCE2e-CODEX Evidence Exchange Standard Package Application.
Stay tuned for even more good news!
Dr. Maria Angela Biasiotti, CNR-ITTIG, Italy
EVIDENCE2e-CODEX Project Coordinator
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EU continues developing European e-Justice
On 6 December 2018 the Council adopted the strategy and action plan on the
development of e-Justice for the period 2019-2023. E-Justice is a policy through
which access to justice is simplified and improved while cross-border legal
procedures are digitalized. E-Justice is not limited to one particular field of law,
and is aimed at citizens, companies, legal practitioners and judicial authorities.
During the period 2019-2023, the work on e-justice will be focused on 3 key
objectives:


Improve access to information in the area of justice



Continue the digitalisation of judicial and extrajudicial proceedings to
offer easier and faster access to the courts



Ensure the technical implementation and management of the national ejustice systems to facilitate interconnection and interoperability
between member states' systems.

The e-Justice portal is the main tool which has been developed to improve access
to information in the area of justice. It contains information pages, search tools
and dynamic forms in an effort to improve and facilitate user experience. The
portal will be further developed and expanded during the next action plan.
Both the Strategy and the Action Plan are available at the Council of the
European Union website here.
--Meanwhile, the e-Justice Conference 2018 “e-Courts in Europe” took place
on 5 and 6 December 2018 in Vienna and was organized by the Austrian Presidency
of the Council of the European Union. Member States presented their established
or planned solutions to e-filing & e-delivery, electronic file systems and electronic
courtrooms, artificial intelligence, digital forensics and e-CODEX. On Wednesday,
5 December, delegations were welcomed to a reception and a gala dinner at the
Federal Ministry of Constitutional Affairs, Reforms, Deregulation and Justice.

Council agrees its position on a regulation
on cross border access to e-evidence
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The EU is taking steps to improve cross-border access to e-evidence by creating a
legal framework which will enable judicial orders to be addressed directly to service
providers based in another member state.
On 7 December 2018, the Council agreed its position on a proposal for a regulation
on European production and preservation orders for e-evidence in criminal
matters. It is now ready to start negotiations with the European Parliament with
the aim of reaching an agreement before the end of the parliamentary term.
The regulation seeks to introduce an alternative mechanism to the existing tools
of international cooperation and mutual legal assistance. It specifically addresses
the problems stemming from the volatile nature of e-evidence and the ‘loss of
location’ aspect by setting new procedures for quick, efficient and effective crossborder access.
The main features of the new rules are:


the creation of European production and preservation orders that can
be issued to obtain or preserve e-evidence regardless of the location of the
data;



the Orders can cover any category of data - subscriber, access,
transactional and content - with a threshold for the latter two which can be
requested only for crimes punishable in the issuing country by a maximum
sentence of at least 3 years, or for specific cyber/terrorism related crimes;



the requested data may not be used for purposes other than those for
which they were obtained, except to: prevent an immediate and serious
threat to public security of the issuing state or its essential interests, or for
proceedings for which a production order could have been issued;



a mandatory deadline of 10 days for the execution of a production
order;
In case of validly established emergency cases, the deadline may be
reduced to 6 hours. Moreover, in case the Order regards subscriber and
access data, it may be, under certain conditions, sent without prior
validation from the competent judicial authority. In this case, ex-post
validation will have to be sought as soon as possible and within 48 hours.



service providers may be sanctioned if they don't comply with an Order.
They can be imposed pecuniary sanctions of up to 2% of total worldwide
annual turnover of the preceding financial year;
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the creation of a notification system for content data in cases when the
issuing authority believes the person whose data are sought is not residing
on its own territory.
This notification aims at informing the enforcing state and giving it an
opportunity to flag whether the data requested is: protected by immunities
and privileges; or subject to rules on determination and limitation of
criminal liability related to freedom of expression/press; or its disclosure
may impact fundamental interests of the state. The issuing authority shall
take into account these circumstances and it shall not issue or adapt the
Order. The notification is not with a suspensive effect.

The Council is now ready to start trilogue negotiations with the Parliament as soon
as the latter has agreed its position.
In the meantime, work continues at the Council on the directive on harmonized
rules on the appointment of legal representatives for the purpose of gathering
evidence in criminal proceedings with a view to reach an agreement as soon as
possible under the Romanian presidency.
More information is available at the Council of European Union website.

EC recommends negotiating international
rules for obtaining electronic evidence
On 5th February 2019, the European Commission recommends engaging in two
international negotiations on cross-border rules to obtain electronic evidence.
With the majority of criminal investigations requiring access to evidence based
online and often outside the EU, there is an urgent need to equip police and judicial
authorities with quick and efficient tools fit for modern reality.
Following up on the European Council Conclusions from October 2018, the
Commission is presenting two negotiating mandates, one for negotiations with the
United States and one on the Second Additional Protocol to the Council of Europe
“Budapest” Convention on Cybercrime. Both mandates, which need to be approved
by the Council, include specific safeguards on data protection, privacy and
procedural rights of individuals.
With an increasing number of investigations needing access to electronic evidence,
such as e-mails or documents located on the Cloud, in April 2018 the Commission
proposed new rules making it easier for police and judicial authorities to follow
This project was funded by the European Union’s Justice
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leads online and across borders. Given that a number of service providers are
based outside of the EU, today's mandates complete the new rules to ensure
greater cooperation at the international level
Recommending the start of negotiations with the USA
Currently, USA-based service providers cooperate with European law enforcement
authorities on a voluntary basis and are not always allowed, under US law, to
respond directly to European requests for access to electronic evidence. The
negotiating mandate proposed by the Commission aims to:
 Ensure timely access to electronic evidence for law enforcement
authorities in the EU and the U.S. by shortening the time period for
supplying the requested data to 10 days (currently it takes on average 10
months);
 Address legal conflicts by setting out definitions and types of data
covered, clarifying legal obligations and ensuring reciprocal rights for all
parties;
 Guarantee strong safeguards on data protection, privacy and procedural
rights in full respect of fundamental rights and the principles of necessity
and proportionality.
Participating in negotiations under the Budapest Convention
The Budapest Convention is the centre piece of international cooperation against
cybercrime providing a comprehensive framework for cooperation for over 60
countries. The Second Additional Protocol, once in place, will further strengthen
this international cooperation including on obtaining access to electronic evidence,
enhancing mutual legal assistance and setting up joint investigations. The
Commission is today proposing a mandate to participate in those negotiations on
behalf of the European Union and its Members to ensure:
 Compatibility of the Protocol with current and future EU law, including
in the area of cross-border access to electronic evidence;
 Enhanced international cooperation through more effective mutual
legal assistance, including simplified requests, and setting up joint
investigations teams;
 Direct cooperation of law enforcement with service providers in other
jurisdictions;
 Stronger safeguards for the protection of personal data and national
practices on cross-border access to data.
This project was funded by the European Union’s Justice
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Next steps
The Commission is submitting the two recommendations for the negotiating
mandates to the Council. The recommendations will now be considered by the
Council, which must formally adopt a decision to authorize the Commission to open
negotiations in line with the negotiating directives set out in the mandates.

UNODC and partners release Practical Guide
for Requesting Electronic Evidence across
Borders
Aiming to build the capacity of investigators and prosecutors worldwide, the United
Nations Office on Drugs and Crime (UNODC), the United Nations CounterTerrorism Committee Executive Directorate (CTED) and the International
Association of Prosecutors (IAP), have jointly drafted and launched the Practical
Guide for Requesting Electronic Evidence across Borders. In early February 2019,
the guide is being made available to Member States' criminal justice officials
through UNODC's SHERLOC Portal, a knowledge management platform that allows
for the sharing of electronic resources and laws on crime.
Elaborated in collaboration with Member States, other international and regional
organizations, and communication service providers such as Facebook, Google,
Microsoft and Uber, the Practical Guide contains information to help identify steps
at national level to gather, preserve and share electronic evidence with the overall
aim to ensure efficiency in mutual legal assistance practice.
The guide includes a compilation of country-specific focal points, a mapping of the
major communication service providers' relevant procedures and available points
of contact, legal frameworks and practical requirements for informal (police-topolice) and formal mutual legal assistance cooperation.
The Practical Guide will provide practitioners with best practice from experts in the
field, legal procedures from over 20 States, and contact points to assist
practitioners on how to request and produce the electronic evidence needed for
trial. As well as being an essential reference tool, the Practical Guide will be used
for global training to share knowledge and give practitioners the confidence to
request electronic evidence quickly, legally and in an admissible format for trial.
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Securing evidence across EU borders
The European Investigation Order is proving its value as a practical tool for
speeding up cross border criminal investigations in Europe. Judicial practitioners,
however, stress the need for guidance and support, since the EIO requires a sound
knowledge of national criminal law systems, quick access to the right contacts and
a pragmatic and flexible approach. These are key conclusions in a new report on
the EIO in practice, presented by EUROJUST, the EU’s Judicial Cooperation Unit.
The report is based on input from judicial experts from EU Member States, EU
institutions and academia.
On 19-20 September 2018, prosecutors, investigators and judicial experts from
across the European Union gathered at EUROJUST premises in The Hague to
analyse and discuss the experiences on the ground of the first period of application
of this new instrument. EUROJUST presented those findings in an outcome report
published in December 2018. A vast majority of the participants very much
welcomed the EIO regime as they see it as a step forward in the area of crossborder evidence-gathering. Practitioners also agreed on the importance of an
overall pragmatic and flexible approach. They acknowledged the need to interpret
national law in light of EU law and particularly in line with the principles of mutual
recognition and mutual trust, but also underlined the challenge of constantly
searching for legally sound and practically feasible solutions between different
national legal systems. Experts, therefore, welcomed the important bridge-making
role of EUROJUST, which has been actively assisting, advising and coordinating the
national authorities in drafting, transmitting, recognising, and executing EIOs. The
participants also underlined EUROJUST’S unique coordinating role in complex
multilateral cases.
--Around the same time in the beginning of the February 2019, the LIVE_FOR
Project published its best practices' reviews and resources. The project collected
and analysed information about the status of implementation of the EIO Directive
in EU Member States, digital evidence related practices, best practices, and
educational needs by means of surveys, face-to-face meetings with target groups
and various analytical methods. It also included a number of activities dedicated
to: the increase of the competences of judicial authorities in the area of European
investigation order, digital evidence in the cloud, and live forensics such as
assessment of educational needs, development of training curriculum, and
organization of educational workshops; and the establishment of two information
centres in the Czech Republic and Spain that serve as points for face-to-face
This project was funded by the European Union’s Justice
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communication and exchange of information between the partners and the target
groups. All of the project's documents can also be reviewed here.

When data protections meets electronic
evidence… Issues at hand during CPDP2019
CPDP 2019 offered 90 panel sessions with 440 international speakers from
academia, public and private sectors and civil society. CPDP2019 received 1289
registrations in total and was attended by over 1100 attendees from 60 countries,
where over 70% of the attendees coming from outside of Belgium. The agenda
covered several special sessions dedicated to electronic evidence and
related aspects:
The Cloud Act and E-Evidence: “America First” or GDPR First? Challenges
of Transatlantic Access to E-Evidence in Law Enforcement
Video recording is available here. The session addressed:
 What are the consequences of the CLOUD Act and a forthcoming EUUS agreement for data privacy of Europeans?
 Are the US and EU racing against each other to the bottom: weaker
privacy protections and eliminating judicial checks and legal
safeguards?
 Will the EU propose the same arrangement to Russia or China if they
adopt their own CLOUD Act?
 How can law enforcement cooperation work in the digital age without
compromising citizens’ rights?
Law enforcement and data subjects’ rights: is the EU legal framework a
genuine step forward?
Video recording is available here. Core questions of the discussion were:
 Have the Member States modified the existing procedures for exercise
of the rights, esp. those Member States which provided only for indirect
exercise of the rights through the responsible DPA? What are the
trends?
 Has Directive 2016/680 led to increases in the number of data subjects’
requests to exercise their rights? Why (not)?
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 Has cooperation on EU level between national supervisory authorities
and these and Europol and the EDPS improved?
 Do Directive 2016/680 and the implementing national laws contain
loopholes which allow for too broad exceptions/restrictions, e.g.
restricting the right of access on national security or other grounds?
Law enforcement without borders: access to electronic data under the EU
Production Order and the US Cloud Act
Video recording is available here. This Panel explores the conflicts of laws that
might arise when LEAs seek to obtain data which are subject to foreign
jurisdictions.
 Which are the main challenges that the implementation of the US
CLOUD Act poses from an EU primary and secondary law perspective?
 Will the European Production and Preservation Orders prevent or
increase conflicts of law between the EU and the US?
 Are Mutual Legal Assistance Treaties still a valid channel for criminal
justice cooperation in the gathering of electronic information?
The Cloud Act, E-Evidence, and the Globalization of Criminal Evidence
Video recording is available here. This panel highlights global experts on these
issues, which call for: (i) responses to legitimate law enforcement requests;
(ii) the need to promote privacy and human rights as essential to new legal
approaches; (iii) a workable regime for companies holding the data; and (iv)
risks to the global Internet from pervasive data localization.
 What are the advantages and disadvantages of the Cloud Act and EEvidence approaches compared with Mutual Legal Assistance Treaties
and European Production Orders?
 What are the advantages and disadvantages, concerning privacy and
human rights protections, of the new proposed regimes? How might
these protections be improved?
 What should be the role for electronic service providers in reviewing
(and perhaps contesting) direct law enforcement requests under these
new regimes?
 More countries have implemented (China, Russia, Vietnam) or are
considering implementing (India, Indonesia) data localization
requirements. To what extent can new law enforcement regimes such
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as Cloud Act and E-Evidence address the perceived need in these and
other countries for data localization?
The official agenda of the event can be found here. All recorded conference
sessions are available online on CPDP's YouTube channel.
--Early on, in November 2018, EVIDENCE2e-CODEX published its Deliverable D2.3
‘Report on data protection and other fundamental rights issues’ examining how
data protection implications in European Investigation Orders and Mutual Legal
Assistance procedures are being handled, highlighting recent legislative
developments in the EU and the potential implications of the Regulation on
European Production and Preservation Orders for electronic evidence in criminal
matters on current electronic evidence exchange procedures. This report was
presented in details in Newsletter #3.
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Most recent EVIDENCE2e-CODEX project
developments
Continuous hard work within all project streams during the end of the first project
year resulted in EVIDENCE2e-CODEX presenting at:
12th Meeting of the Community of Users on Secure, Safe, and Resilient
Societies, 3-4 December 2018.
Under the European Commission DG HOME umbrella, the 12th Meeting
covered three topics: forensics, civil-military cooperation in CBRN, and
standardisation governance; and took place in Brussels. The event was
organised around the uptake/follow-up of research results and consisted of
three panels, in function of the maturity of the projects (closed or to be
closed soon, on-going and new projects). EVIDENCE2e-CODEX and its
predecessor EVIDENCE were presented during the Workshop on Forensics
on 3 December 2018. The short presentations were delivered by Fabrizio
Turchi – a representative of the Project Coordinating institution CNR-ITTIG,
with respect to vital data as timeframe, EC contribution and goals
(EVIDENCE) and the [expected] results (EVIDENCE2e-CODEX). The latter
has been a significant uptake of EVIDENCE and a ten-minute introductory
presentation was dedicated to key elements of both projects.
e-Justice Conference 2018 “e-Courts in Europe”, 5-6 December 2018.
Dr. Maria Angela Biasiotti, EVIDENCE2e-CODEX Project Coordinator,
presented on the topic of electronic evidence and digital forensics. She
introduced the electronic evidence life cycle and the main steps for evidence
exchange between courts in Europe nowadays. Then, she continued with
detailed explanation about the EVIDENCE2e-CODEX project, its history,
goals and current stage of implementation. Dr. Biasiotti presented further
each of the four main EVIDENCE2e-CODEX actions
 creating a legally valid instrument to exchange digital evidence related
to MLA and EIO procedures over e-CODEX by providing the legal and
technical communities involved with ‘ready to use’ information on EIO,
digital evidence and e-CODEX;
 developing a ‘true to life’ example of how electronic evidence can be
shared over e-CODEX in a secure and standardized way to support MLA
and EIO cases;
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 developing first a theoretical approach for ‘large file handling’ if
possible followed by a specification for the practical implementation,
as digital evidence could come in ‘large size’;
 developing an Action plan and guidelines for EU-wide implementation
of the ‘true to life’ example;
and engagement of the project partners and Member States in their
development.
The presentation concluded with a showcase of the evidence exchange within
the EIO and through the e-Evidence Exchange System and presentation of
the Evidence Exchange Standard Application, developed by the
EVIDENCE2e-CODEX project, and its main business processes.
In addition, the EVIDENCE2e-CODEX project was also present during CPDP 2019,
30 January – 1 February 2019, where various discussions took place (see ‘When
data protections meets electronic evidence… Issues at hand during CPDP2019’
Section above).
--The third consortium meeting of the
EVIDENCE2e-CODEX Project was held
in Vienna, Austria, on 29 January 2019
and hosted by the Austrian Federal
Ministry of Constitutional Affairs,
Reforms, Deregulation and Justice.
During the meeting, project partners
discussed the current state of project
implementation and the challenges to
be overcome within the next couple of
months under each work package.
Special sessions were dedicated to
project public events and liaising with other projects working in the field.
Guests to the meetings were members of the Electronic Xchange of e-Evidences
with e-CODEX (EXEC) and representatives of EC, DG Justice and Consumers.
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Feedback from the legal community
Further to the technical discussions and developments, the EVIDENCE2-eCODEX
also seeks to generate that necessary awareness towards rendering concrete and
effective merging of the EVIDENCE project results with e-CODEX infrastructure
and solutions for the specific purposes of allowing the exchange of electronic
evidence in EIO and MLA context and extending this implementation to a Member
State level. All stakeholders involved are to be properly informed and trained to
understand, accept and further promote the electronic evidence exchange. To
achieve that, project activities also cover legal, political, technical, ethical and
social aspects, LEA-related actions and professionalization in the field of
digital forensic.
With respect to the above, EVIDENCE2e-CODEX WP4 ‘Stakeholder Engagement,
Mutual Learning and Capacity Building for Professionals, Policy makers
and Technicians’ organizes a series of events that seeks to provide stakeholders
with ‘ready for use’ information on EIO, electronic evidence, e-CODEX and other
project-specific topics.
The first meeting was a one-day workshop engaging the legal community
(prosecutors, law enforcement, judiciary, lawyers, policy advisors, etc.) with the
EVIDENCE2e-CODEX achievements and goals. The event took place on 15 January
in Brussels, Belgium.
The participation of the major stakeholders in the EU arena helps EVIDENCE2eCODEX to develop a ‘true to life’ example for a fast, secure and reliable exchange
of electronic evidence between legal authorities and to promote an action plan for
its EU-wide implementation. The event welcomed officials from the European
Parliament, the Council of Europe, EC DG Justice and Consumers, EC DG Migration
and Home Affairs, INTERPOL, EUROJUST, EUROPOL, OLAF, EDPS, EDPB, European
Judicial Network, representatives of the ministries of justice of Italy, Austria,
Spain, and the Netherland, the prosecuting authorities of the Netherlands,
Belgium, Spain, Latvia, Germany, Norway, and Portugal, the Council of Bars and
Law Societies of Europe (CCBE) and bar associations of Germany, Austria, Spain,
the Czech Republic and Belgium, as well as experts from ISPs, academia and NGOs
working in the fields of e-justice and judicial cooperation.
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More than 60 experts gathered to discuss and network over presentations from
project partners and stakeholders. The event opened with the project findings on
the implementation of European Investigation Order, presented by Prof. Dr.
Jeanne Mifsud Bonnici (University of Groningen). The presentation covered the
most teething problems identified with respect to the EIO process, the way
respondents perceived operational, technical and administrative realities and their
initial experience on the implementation of Art. 1 (3).
Further on, Charlotte Anne (INTERPOL) initiated a smooth transition towards the
technical part of the morning with a presentation on e-MLA project and its findings,
which raised a lot of questions and discussions from the audience. The session
ended with a presentation from DG Justice and Consumers’ representatives
Cristian Nikolau and Djamila Ben-Miloud currently working on the development of
the EC-funded e-Evidence Digital Exchange System. The afternoon brought us
extremely interesting discussions presented the views of the three main
stakeholders’ branches – magistrates, lawyers, and private entities e.g. ISPs, on
the EIO & MLA implementation.
The panel discussion on the EIO & MLA co-existence from the perspective of
judges and prosecutors was chaired by Dr. Maria Angela Biasiotti (CNR-ITTIG)
and included interventions from panelists: Fabrizia Bemer (Ministry of Justice,
Italy), Jorge Espina and Teresa Magno (EUROJUST), Ianina Lipara (European
Judicial Network), Eirik Tronnes Hansen (Prosecution, Norway), and Pedro
Verdelho (General Prosecution Office, Portugal).
The second discussion introduced the perspective of the defense lawyers and
was chaired by Simone Cuomo (CCBE). Their opinions on the current level of
implementation and the respective prospects of further developing EIO and MLA
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gave James Macguill, Iain Mitchell, and Jiri Novak, representing the vision of both
the Criminal Law and IT Law Committees of CCBE.
The final session discussed the EIO and MLA investigatory access to data held
by private entities (e.g. ISPs) with important contributions by Lani Cossette
(Microsoft), Mārcis Laiviņš (State Police, Latvia) and Laure Wagener (Vodafone).
The event was jointly organized by INTERPOL, CCBE and LIBRe Foundation with
contributions of other project partners.
CCBE kindly hosted the event in the premises of the Press Club Brussels Europe at
95 Rue Froissart, 1040 Brussels, Belgium.

Upcoming project events
The next six months of the project will bring us:
Meeting the Technical Community: Validation of the Evidence Exchange
Standard Package Application, 26-27 March, The Hague;
EVIDENCE2e-CODEX: Merging Views, September 2019, Florence.
Each event will be dedicated to debating specific project result thus engaging the
EVIDENCE2e-CODEX stakeholders in assessing the conditions, criteria and
necessary impact measures to be implemented from legal, technological and
sociological perspectives towards connecting judges, prosecutors, LEA officers
and other stakeholders to the e-CODEX infrastructure in a user-friendly manner
towards a stable ‘true to life’ example for electronic evidence exchange.
Stay tuned!
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